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Same underlying primitive but larger compression function?
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Indifferentiability

. ideal random simulator
function primitive oracle for P

distinguisher D

Indifferentiability of function F from a random oracle

FP is indifferentiable from R if 3 simulator S such that (F,P) and
(R,S) indistinguishable

No structural design flaws

Well-suited for composition



Composition

6/15



Composition

D

(1) First hash-function indifferentiability results
e Chop-MD with ideal F' — indifferentiable

6/15



Composition

(1) First hash-function indifferentiability results
e Chop-MD with ideal F' — indifferentiable

(i) Most obvious second step (composition)

e But Davies-Meyer with ideal £ — differentiable

6/15



Composition

(iii)

(1) First hash-function indifferentiability results
e Chop-MD with ideal F' — indifferentiable

(i) Most obvious second step (composition)

e But Davies-Meyer with ideal £ — differentiable
(iii) Researchers focus on direct proofs

e Chop-MD with Davies-Meyer and ideal E — indifferentiable

6/15



Composition

this work
(i) (i)

(iii)

(1) First hash-function indifferentiability results
e Chop-MD with ideal F' — indifferentiable

(i) Most obvious second step (composition)

e But Davies-Meyer with ideal £ — differentiable
(iii) Researchers focus on direct proofs

e Chop-MD with Davies-Meyer and ideal E — indifferentiable

6/15



Many Constructions Differentiable: Tandem-DM

E <
TE
v N
L £ ]

7/15



Many Constructions Differentiable: Tandem-DM

u FE r>y

Az

E N

Tandem-DM differentiable from R in 2 queries

e Differentiability: construct a distinguisher that tricks any simulator

7/15



Many Constructions Differentiable: Tandem-DM

L E &Y
w

v z
E %

Tandem-DM differentiable from R in 2 queries

e Differentiability: construct a distinguisher that tricks any simulator
e Focus on TDM(u, v, w) = (u, z) for some u, v, w, z

7/15



Many Constructions Differentiable: Tandem-DM

U £ LY

A\ %

w

Az

LE T

Tandem-DM differentiable from R in 2 queries

e Differentiability: construct a distinguisher that tricks any simulator
e Focus on TDM(u, v, w) = (u, z) for some u, v, w, z

Real world (TDM, E)

D queries E~1(v|lw,0) — u

7/15



Many Constructions Differentiable: Tandem-DM

u E 0 Vary y

w

Az

LE T

Tandem-DM differentiable from R in 2 queries

e Differentiability: construct a distinguisher that tricks any simulator
e Focus on TDM(u, v, w) = (u, z) for some u, v, w, z

Real world (TDM, E)

D queries E~1(v|lw,0) — u
D queries TDM(u, v, w) = (y, 2)

7/15



Many Constructions Differentiable: Tandem-DM

Y.

U £ LY

A\ %

w

Az

LE T

Tandem-DM differentiable from R in 2 queries

e Differentiability: construct a distinguisher that tricks any simulator
e Focus on TDM(u, v, w) = (u, z) for some u, v, w, z

Real world (TDM, E)

D queries E~1(v|lw,0) — u
D queries TDM(u, v, w) = (y, 2)
u =y with probability 1

7/15



Many Constructions Differentiable: Tandem-DM

Y.

U £ LY

A\ %

w

Az

LE T

Tandem-DM differentiable from R in 2 queries

e Differentiability: construct a distinguisher that tricks any simulator
e Focus on TDM(u, v, w) = (u, z) for some u, v, w, z

Real world (TDM, E) Simulated world (R, S)
D queries E~1(v|lw,0) — u D queries S~ (v|lw,0) = u
D queries TDM(u, v, w) = (y, 2) D queries R(u,v,w) = (y, 2)

u =y with probability 1

7/15



Many Constructions Differentiable: Tandem-DM

Y.

U £ LY

A\ %

w

Az

LE T

Tandem-DM differentiable from R in 2 queries

e Differentiability: construct a distinguisher that tricks any simulator
e Focus on TDM(u, v, w) = (u, z) for some u, v, w, z

Real world (TDM, E) Simulated world (R, S)

D queries E~1(v|lw,0) — u D queries S~ (v|lw,0) = u

D queries TDM(u, v, w) = (y, 2) D queries R(u,v,w) = (y, 2)
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Many Constructions Differentiable: Other Schemes (1)
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Many Constructions Differentiable: Other Schemes (2)
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Our Construction
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Our Construction
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e Math over finite field GF(2")
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Indifferentiability

Simulator S:

u 1|U advil, o(q) = © (g)
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Indifferentiability
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adVFj,s(CI) =0 on
Simulator S:
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(—J H’ e If query at bottom for existing
ar-(u,v,01)  ag(u,v,c1) tOp query: consult R
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MDC-4

u w v

By | | Lo
1 &)

& D
ks ky

Ey Ey

D (5%

y ya

q2

iff
advyipcgs(q) = O <2,,/2

Simulator S:

e Based on same principles

)

13/15



Conclusions

collision preimage indifferen- underlying

compression function E-calls . . L .
security  security  tiability cipher

Stam’s (08 -"10) 1 2" 2" 2

Tandem-DM ('92) 2 2n 22n 2

Abreast-DM ('92) 2 on 92n 2

H?rose's ('06) 2 2n 22n 2 2n-bit key

Hirose-class ('04) 2 2" 2" 2

Ozen-Stam-class ('09) 2 2" 2" 2

MDC-2 ('88) 2 2n/2 2" 2

MJH ('11) 2 on/2 on 2 i

Jetchev-Ozen-Stam’s ('12) 2 22n/3 2" 2

Ours ('12) 3 o 23n/2 2n/2 n-bit key

MDC-4 ('88) 4 25n/8 95n/4 on/4

14/15



Research Directions

2-call scheme with comparable security?

Impossibility results?

Indifferentiability beyond 27/2?

[teration?

Thank you for your attention!
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