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® Two parties, Alice and Bob, communicate over a public channel

® They have agreed on a joint key K and use it to transmit data
® A malicious party, Eve, may try to exploit/disturb/... the communication
® Two Main Security Properties:

® Confidentiality: Eve cannot learn anything about the content of the data
® Authenticity: Manipulation/replay/delay of the data gets detected

Authenticated encryption aims to achieve both
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Encryption Made Practical

Properties of One-Time Pad
® Perfect secrecy (against an attacker that has no knowledge about the key)

® Key must be as long as the plaintext!

Stream Ciphers

® Generate long keystream Z from short key K

P
stream l
K —teel s L ——
128 bits . arbitrarily
cipher long
c

® Security degrades:

® Key guessing still succeeds with probability 1/2/%1 but now with shorter key
® The stream cipher mechanism is another focal point of attack
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Stream Cipher: Vigenere (~ 1553, Wikipedia)

the

Pritt
stream
cipher

—— Z=K|K|K]--

® Key guessing:

® Exhaustive key search succeeds with probability Pr (success) = 1/2!%]
® Ciphertext Only Attack:

® | ong ciphertexts leak info via letter frequencies
® Known Plaintext Attack:

® Knowledge of short plaintext sequence reveals full keystream

We need something more sophisticated!
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Modern Stream Ciphers

stream
" | cipher

—— Z=2z122...2%

® Using key K, diversifier D, and length /, keystream Z of length ¢ is generated
® The diversifier must be different for each plaintext that is transmitted

® Example: data streams, e.g., pay TV and telephone, often split data in relatively
short, numbered, frames. The frame number may serve as diversifier:

When is a stream cipher strong enough?
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cipher
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Kerckhoffs principle: security should only be based on secrecy of K

Thus: attacker knows the algorithm SC

Attacker can also learn some amount of input-output combinations of SCx

Intuitively, these data do not expose any irregularities (except for repetition)

SCg should behave like a random oracl

e
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D VA
Random Oracle
. 1100 101011101010101
® A database of input-output tuples
- 1111010101101101 1101011101111101101
® Initially empty 001000011100 101011010111010101011

® New query (D, ?):
® |f D is not in the database:

® generate ¢ random bits Z
® add (D, Z) to the list
® return Z
® If D is in the database, look at corresponding Z:
e If |Z]| > ¢: return first £ bits of Z
e If |Z] < (: generate { — |Z| random bits Z’, append Z’ to Z, return Z||Z’
® update (D, Z) in the list
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Stream Cipher Security, Intuition (2/3)

real world ideal world
SCxk RO
stream cipher random oracle

N),M/

distinguisher D

® We thus want to “compare” SCy with a random oracle RO
® \We model a distinguisher D that is given oracle access to either of the worlds
® We toss a coin:

® head: D is given oracle access to SCx
® tail: D is given oracle access to RO
® D does a priori not know which oracle it is given access to
® D can now make queries (D, () to receive Z
® At the end, D has to guess the outcome of the toss coin (head/tail)
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Stream Cipher Security, Intuition (3/3)

real world ideal world

SCxk RO

stream cipher random oracle

NM;Z/

distinguisher D

® Denote D's success probability in correctly guessing head/tail by Pr (success)
® D can always guess and succeeds with probability > 1/2, so we scale the

probability to D's advantage:

Adv(D) =2 Pr(success) — 1 = Pr (DSCK returns head) — Pr (DRO returns head)
® D is limited by certain constraints

® Data (or online) complexity ¢: total cost of queries D can make
® Computation (or time) complexity ¢: everything that D can do “on its own”

® SC is secure as long as Advgéf(D) < 1 for any such D
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Generic Stream Cipher Design (1/2)

Modern Approach

® Stream cipher built from smaller cryptographic primitive

® Suppose (for the sake of argument):

® we know how to build a strong stream cipher F’ with fixed-length output

® we want to build a stream cipher with variable-length output

D,¢

96

———> 4 =2122...2
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Generic Stream Cipher Design (2/2)
® Feed K to primitive

128 F 128

128

128
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Security

® If Fx is hard to distinguish from a RO’

/ N
® Then construction is hard to distinguish from RO Dl[2)s2 —35 RO B 8

® For the purists: Advfs’f:f[F] (q,t) < Adv®(q,t)
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Generic Stream Cipher Design (2/2)

Design

® Feed K to primitive

® Evaluate primitive as

concatenated with cg

e (Concatenate outputs

Security

Z =27

® |f [k is hard to disti

® Then construction is

® For the purists: Adv

nll

Unfortunately, we do not know
how to construct a function

D—~ F 7

128

that behaves like a RO’

mdara Lo arstmgursiT TTOTT U

2 (4, 1) < AdvR (g, 1)

128

2 T 155" RO/
2T s RO/
2T s RO/

128 Z3
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Block Ciphers

P— E H—'C C — E_l ——o0s P

® Using key K, plaintext P is bijectively transformed to ciphertext C'
® For fixed key, Fx is invertible and the inverse is denoted as Ef(l

e Example [DRO2]: AES-128: {0,1}!28 x {0,1}128 — {0,1}128
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Block Ciphers

Using key K, plaintext P is bijectively transformed to ciphertext C'

For fixed key, Ex is invertible and the inverse is denoted as Ef(l
Example [DR02]: AES-128: {0,1}128 x {0,1}128 — {0,1}!28
A good block cipher should behave like a random permutation

® We denote the advantage of distinguisher D by Adv},”(D)
® D is limited by query/time complexity ¢/t
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Features
® Most widely used encryption mode

® Fully parallelizable (encryption and decryption) and extremely simple

Security

e Secure as long as N is unique, Ex is a secure PRP, and ¢ < 2"/2:

. . birthday
AdvTR(g,t) < AdviP(g,t") @ " bound
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The Birthday Bound

General Birthday Paradox
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The Birthday Bound

General Birthday Paradox
® Randomly draw ¢ elements from sample space {0, 1}"

® Expected number of collisions:

Ex [collisions] = (g) or

® |Important phenomenon in cryptography

Lightweight Cryptography
® AES has block size of 128 bits: birthday paradox problem only in certain settings
® Lightweight cryptography operates in constrained environments
® |oT, healthcare devices, sensors, RFID tags, ...

® Lightweight block ciphers have a block size of 64 bits or even less [BKLT07]
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CENC [Iwa06]
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CENC [Iwa06]

N[[{1)  NI{2) N|(1)  N[3) NI(1) Nl{w+1) N[{w+2)N|(w+3)
| ) } | } | | }

Ex Ex Ex Ex| v Ex Ex Ex Ex

Y ey Y
Ch Cy Cu Cw+1

® One subkey used for w > 1 encryptions
® Almost as expensive as CTR

® Secure as long as N is unique, F is a secure PRP, and ¢ < 2" /w [IMV16]:
Adveenc(:1) < AdVE((w +1)g,1') + wq/2"
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Authenticated Encryption and GCM




Authenticated Encryption
key K—l

[

iphertext C'
plaintext P ——| AE ciphertex

tag T

nonce N
associated data A

® Using key K:
® Ciphertext C' encrypts plaintext P
® Tag T authenticates (N, A, P)
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Authenticated Encryption
key K—l

keyK—l

[
plaintext P —— AE

nonce N

associated data A

® Using key K:

® Ciphertext C' encrypts plaintext P
® Tag T authenticates (N, A, P)

® Unwrapping needs to satisfy that

® Plaintext disclosed if tag is correct

ciphertext C'
tag T

ciphertext C'
tag T

nonce N
associated data A

® Plaintext is not leaked if tag is incorrect

[
AE~!

—

P if T correct

L otherwise
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Authenticated Encryption Security

real world ideal world
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AEf, AE RO, L
AE scheme random oracle, L function

N/

distinguisher D

® Two oracles: (AEx, AEx") (for secret key K) and (RO, L) (secret)
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N/

distinguisher D

Two oracles: (AEg, AER") (for secret key K) and (RO, L) (secret)

Distinguisher D has query access to one of these

— unique nonce for each encryption query, and no trivial queries

D tries to determine which oracle it communicates with

® |ts advantage is defined as Advig(D)

D is limited by query/time complexity (q., qa)/t
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Universal Hash Functions
e Consider a function H : {0,1}* x {0,1}* — {0,1}*
® H is e-XOR-universal if Prg (Hx(X) ® Hx(X')=T) <eforall X # X', T
® Example: finite field multiplication Hx (X) = K ® X is 27 ¥-XOR-universal

GHASH
e Addition and multiplication over finite field (with proper input encoding)

® (27*_XOR-universal [MV04]
Xl X2 coo Xe
AN
| | .
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GCM for 96-bit Nonce N [MV04]
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| Bx | || | Ex Ex Ex | |
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3 R BT T

| | e G G

A froooeeen frooeeen 3770 !
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Problems With GCM for 96-bit Nonce N (1/2)
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N||(0) NIKL) N|(2) N6
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N foooo oo 1 !
A— GHASH,, with L = Exc(0")
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T
X Xa Xe
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Short Key
® Problematic in multi-user setting
® TLS 1.3 masks NV with K’ [BT16]

® Better solutions for NIST lightweight
cryptography standard [DM24]

No Tag Truncation
® Easier subkey recovery [Fer05]
® Alternative: GCM-SST [CMP23]
® Recently proven secure [IJMM25]

Short Nonce
® Biggest problem of all
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Problems With GCM for 96-bit Nonce N (2/2)

Use Case: Amazon Web Services [KCCP23]

) ®
@0 & 09 o [

AWS KMS : N
©) G)

AWS distributed systems encrypt AWS KMS key encrypts

up to =~ 232 plaintexts per 2 seconds up to = 232 plaintexts per week

22/23



Problems With GCM for 96-bit Nonce N (2/2)

Use Case: Amazon Web Services [KCCP23]

@ @
@0 & N®
Q) @

AWS distributed systems encrypt

232

up to ~ plaintexts per 2 seconds

® Counter management is problematic

AWS KMS :

AWS KMS key encrypts

232

up to ~ plaintexts per week

22/23



Problems With GCM for 96-bit Nonce N (2/2)

Use Case: Amazon Web Services [KCCP23]

@ @
@0 & N®
Q) @

AWS distributed systems encrypt
up to =~ 232 plaintexts per 2 seconds

® Counter management is problematic

® Random 96-bit nonces tend to collide

_.@3/

AWS KMS key encrypts
up to = 232 plaintexts per week

T

AWS KMS

22/23



Problems With GCM for 96-bit Nonce N (2/2)

Use Case: Amazon Web Services [KCCP23]

©) G)
9 9
@ @ AWS KMS \

AWS distributed systems encrypt AWS KMS key encrypts
up to =~ 232 plaintexts per 2 seconds up to = 232 plaintexts per week

_.@3/

T

® Counter management is problematic
® Random 96-bit nonces tend to collide

e AWS also needs 32-bit identifiers, leaving only 64 bits of nonce

22/23
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Use Case: Amazon Web Services [KCCP23]

©) @ /
®0 & 0® B "

AWS KMS

©) ©)
AWS distributed systems encrypt AWS KMS key encrypts
up to =~ 232 plaintexts per 2 seconds up to = 232 plaintexts per week

® Counter management is problematic

Random 96-bit nonces tend to collide

AWS also needs 32-bit identifiers, leaving only 64 bits of nonce

Limitations of GCM are a real world problem!
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Conclusion

Symmetric Cryptography
® Basic modes proved secure using quite simple ideas

e Certain use cases expose limitations of current standards

Outline
® Accordion modes — ddd-AES
® Lightweight cryptography — Ascon
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