Triple and Quadruple Encryption:
Bridging the Gaps

Bart Mennink and Bart Preneel
KU Leuven (Belgium)

Dagstuhl — January 6, 2014

1/12



Introduction

1977 DES Kk = 56 n = 64

2/12



Introduction

1977 DES Kk = 56 n = 64
1978 Triple-DES k= 168 n = 64

2/12



Introduction

1977
1978
1984

DES Kk = 56 n = 64
Triple-DES Kk = 168 n =64
DESX k=184 n = 64

2/12



Introduction

1977
1978
1984
1991
2001

DES
Triple-DES
DESX
IDEA

AES

I
K = 56
Kk = 168
k=184
Kk =128
Kk > 128

n =64
n = 64
n =64
n = 64
n = 128

2/12



Introduction

1977 DES Kk = 56 n = 64
19 o Triple-DES still broadly used
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e >1600 by NIST validated implementations

e ATMs, EMV, TLS, Microsoft, ...
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e [BR06,GMO9]: security up to 2rTmin{s/2n/2} g erjes

o Attack in 26tmin{sn/2}k queries (previous slide)

Result 2: tight security up to 2rtmin{sn/2} queries J

e Proof idea:

e Gap due to rather isolated lemma of [BR06,GM09]
e Improvement of lemma leads to tight security
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e Tight security for r > 5 (non-trivial)?

e [Leel3]: asymptotic k + min{x,n} security
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Thank you for your attention!
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