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Classical Security Requirements
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e Extra security barrier: secure even if one hash function is broken
e Applications in TLS and SSL

Cooneat (M) = Hi(M) || Hz(M)

concat

CHuH2 Ny = H (M) @ Hy(M)

Xor
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Robust Combiners

Robustness
o Attack on C1:Hz2 can be reduced to Hy and Hy
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Robust Combiners

Robustness
o Attack on C1:Hz2 can be reduced to Hy and Hy

coll sec pre prf

oty g || Ha yes yes yes no

concat

Hy H.
Cxor 2 = H1 © Ho no no no yes

Long Output
e Collision robustness: ~ 2n-bit output [Pietrzak-C08]

e “Robustness” requires explicit reduction
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Ideal Combiner Model [Mittelbach-ACNS13]

e Hq, Hy based on random oracle
e Discards need of explicit reduction

e Combines well with indifferentiability framework
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e Hq, Hy based on random oracle
e Discards need of explicit reduction

e Combines well with indifferentiability framework

ct {0,137 x {0,1}* — {0,1}"

state

k u.r.

query
access

>

Az

\> note: (Hyp, H) = (H™,R)

6/14



Ideal Combiner Model [Mittelbach-ACNS13]

e Hq, Hy based on random oracle
e Discards need of explicit reduction

e Combines well with indifferentiability framework

ct {0,137 x {0,1}* — {0,1}"

k u.r.
query
access

tat
-Al state A2

break prop
for ¢H1H2

\> note: (Hyp, H) = (H™,R)
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Ideal Combiner Model [Mittelbach-ACNS13]

e Hq, Hy based on random oracle

e Discards need of explicit reduction

Ay

Combines well with indifferentiability framework

ct {0,137 x {0,1}* — {0,1}"

state

k u.r.

query
access

>

Az

—

\> note: (Hyp, H) = (H™,R)

distinct M, M’ s.t.
cHuvH2(k M) = cHvH2 (g, M)
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Ideal Combiner Model [Mittelbach-ACNS13]

e Hq, Hy based on random oracle

e Discards need of explicit reduction

e Combines well with indifferentiability framework

ct {0,137 x {0,1}* — {0,1}"

state
Ay

k u.r.

query
access

>

Az

\> note: (Hyp, H) = (H™,R)

M’ # M s.t.
CHuHz (g MY = cHUH2 (B, M)
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|deal Combiner Model

Concat IS secure
e HH=RorHy,=R

Cior is insecure

e If A chooses HR = R, we have Cglr’HQ (M)=0

coll sec pre

cHvi _ || Ha yes yes yes

concat

Og;gr’H2 =H, & Hs no no no
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|deal Combiner Model

Concat IS secure
e HH=RorHy,=R
Cior is insecure
e If A chooses HR = R, we have Cglr’HQ (M)=0

coll sec pre

cHvi _ || Ha yes yes yes

concat

cHulz: o [, no no no

Can we build secure “short combiner’?
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Cryptophia’s Short Combiner [Mittelbach-ACNS13]

CHL (5, M) =

mit
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Cryptophia’s Short Combiner [Mittelbach-ACNS13]

Hy,H ~ - - -
Conte ™ (k, M) = Hy (snh |- I ) @ Ho(md]| - 7 )
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ma| - [me = M||pad(M)
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Cryptophia’s Short Combiner [Mittelbach-ACNS13]

mit

o, a0y = Hy (d | -+ ) & Ha (3]« |7}
k= (ki,...,ke) is a fixed key
mall -+ [lme = M pad(M)
g =Hi(1 | m; @ ki) &m;®ky® Hao(l || mj @ks) (Vy)
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Cryptophia’s Short Combiner [Mittelbach-ACNS13]

O™ (k, M) = Hy (sd| - i ) @ Ho(id]] - 7 )
k= (ki,...,ke) is a fixed key
my| - [me = M||pad(M)
b= Hi(1| m; ® k) @mj®ky® Ha(l || mj @ks) (V)

J
M} = Ha(0 | mj @ ka) ©m; @ ks & Hi(0 | mj @ ke) (V))

e Entanglement of hash functions!

e Proven: 2/2 collision security
2" (second) preimage security
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Collision Attack

e Now: no padding and M = m (one block) and b = 2
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Collision Attack

e Now: no padding and M = m (one block) and b = 2

b=2, H®

\

Ay

state

k u.r.

query
access

HR
o

mit

As

>

distinct m,m’ s.t.

R
R,H
Cmit

(k,m) = R(m') @ H®(m?)

(k,m) =

R,H
Cmit

R
(k,m”)

=R | mek)®m@ke®HY(1 | m® k3)
m?=HR0| m® k) @meks RO || m D k)
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Collision Attack

CRI™ (k,m) = R(mY) @ HR (m?)

mit
M =RA | m@k)®meke® HYX1 || m @ k3)
m? = HR0 | m® k) ©m @ ks ® R0 || m & ke)

e A; outputs

H" ()

o AR (k) outputs colliding pair
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Collision Attack

CRi"™ (k,m) = R(1m) @ HE (572

M =RA | m@k)®meke® HY(1 || m @ k3)
m? = HR0 | m® k) ©m @ ks ® R0 || m & ke)

e A; outputs
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0, otherwise.
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Collision Attack

I (hym) = R(!) @ #ri?
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Collision Attack

CR,HR(hm):R(ml)@ R (52

mit
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Collision Attack

CRI™ (k,m) = R () @ HE (2

mit
M =R m@k) Dk @ ks dR(L|| m e k3)

e A outputs

HR () = R(z) @y, if x = 1]y for some y € {0,1}",
0, otherwise.

o AR (k) outputs colliding pair m € {0, 1} and m/ = m @ ki @ ks
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Collision Attack

CRA™ (k m) = R (') @ HE (2
m' =R || mak) @k @ ks R | m D ks3)

e A outputs

HR (2) R(z) @y, if x = 1]y for some y € {0,1}",
€Tr) =
0, otherwise.

o AR (k) outputs colliding pair m € {0, 1} and m/ = m @ ki @ ks

e Generalizes to second preimage resistance (where A; chooses m)
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New Short Combiner

CHuH2 (1 MY = Hy (fan e Hn*u%) ® Hy (mlH - ”’7@

kl = (k‘l, kQ,ll,lz) is a fixed key
ma[ -+ [[me = M||pad(M)
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New Short Combiner

e (1, M) = Hy (il -+ i) @ Hy (3] - |l )
kl = (k1,ka,l1,12) is a fixed key
ma[ -+ [[me = M||pad(M)
ik = Hi(0 | I | my @ k) © Ha(0 || 1o | my © k) (%))

1 _
J
mi = Hi(L| 11 || m; @ ki) @ Hao(L || Iz | mj @ ka) (V)

11/14



New Short Combiner

e (1, M) = Hy (il -+ i) @ Hy (3] - |l )
kl = (k1,ka,l1,12) is a fixed key
mil| - - [[mg = M||pad(M)
gy =Hy(0 || Iy | mj ® k1) © Ha(0 || Iy || my @ ko) (V5)
M2 = Hy(L|| L | mj @ ki) @ Ha(L | I || my S ka)  (V5)

Changes
@ Use extra keys [, [ to impose injectivity (w.h.p.)

11/14



New Short Combiner

e (1, M) = Hy (il -+ i) @ Hy (3] - |l )
kl = (k1,ka,l1,12) is a fixed key
mil| - - [[mg = M||pad(M)
gy =Hy(0 || Iy | mj ® k1) © Ha(0 || Iy || my @ ko) (V5)
M2 = Hy(L|| L | mj @ ki) @ Ha(L | I || my S ka)  (V5)

Changes
@ Use extra keys [, [ to impose injectivity (w.h.p.)
® Keys ks, ky, ks, kg have become redundant

11/14



New Short Combiner

e (1, M) = Hy (il -+ i) @ Hy (3] - |l )

kl = (k1,ka,l1,12) is a fixed key

ma|[ -+ [[me = M||pad (M)

Hy(0 || iy | my @ k1) @ Ha2(0 || I2 || my @ k2) (V)
= Hi(L|| L | my@ k) @ Ho(1 || 1o || my @ k) (%))

-1
mj =
2
m;

Changes
@ Use extra keys [, [ to impose injectivity (w.h.p.)
® Keys ks, ky, ks, kg have become redundant

© Simplifications in notation
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Security

Theorem
o Adversary A makes at most g4 queries to CH112

e H™ makes at most gz calls to R

Advel(A) < 243454 /2"
AdV<(4) < A"
AdvP(A) < 2q7q4/2"
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Security

Theorem
o Adversary A makes at most g4 queries to CH112

e H™ makes at most gz calls to R

Advel(A) < 243454 /2"
AdV<(4) < A"
AdvP(A) < 2q7q4/2"

Remarks
e One can assume gy = O(1)
e n corresponds to |I;| = |l2], not to |m;|

e Tighter bounds in paper
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Proof Idea

m!(kl,m) = Hi(0 || Iy | m& ki) ® Ha(0 || Iz || m & ky)
m?(kl,m) = Hi(1 || Iy | me ki) ® Ha(1 || Iz || m & ky)
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Proof Idea

m!(kl,m) = Hi(0 || I || m& ki) & Ha(0 || Iz || m & ks)
m?(kl,m) = Hi(1 | Iy || me ki) ® Ha(1 || Iz || m & ks)

Lemma
e For any kl and any m, m/:
mi(kl,m) m2(kl,m) m(kl,m') @m>(kl,m)
are “more or less” mutually unrelated

e Formally, (conditional) min-entropies > n — 2log(qp)

Consequences
e Preprocessing functions injective (w.h.p.)

e HR-evaluation “cancels out” an R-call w.p. < a3 /2"
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Conclusions

Our Results
e Constant time attacks on Cryptophia’s short combiner

e Fix to re-establish security claims
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Conclusions

Our Results
e Constant time attacks on Cryptophia’s short combiner

e Fix to re-establish security claims

Future Research
o Different security properties?
e Less Hy/Hs-calls?

e Beyond random oracle model?

Thank you for your attention!
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